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Since the passage of the California Consumer Privacy Act (CCPA) in 2018, other U.S. states have followed suit by enacting comprehensive consumer data privacy
laws in rapid succession. While these state consumer privacy laws tend to have similar themes and address comparable topics, there are also important differences
among them — meaning a one-size-fits-all data privacy program will not suffice. Given that the federal government has yet to pass a comprehensive consumer data
privacy law, organizations must ensure they comply with the law of each applicable state and monitor this rapidly evolving regulatory environment.

For a summary comparison of enacted state consumer data privacy laws,

download Foley’s U.S. State Comprehensive Consumer Data Privacy Current as Of December 1’ 2024

Law Comparison chart. This chart addresses state comprehensive data : : :
. This chart is updated quarterly. To ensure you always refer to the most up-to-date version, please
privacy laws enacted as of December 1, 2024, and should be used for

access the chart via Foley’s website: www.foley.com/state-consumer-data-privacy-laws.

informational purposes only because this chart does not cover every
aspect of each law. CHART KEY:

Without limitation, this chart does not cover:

L = Limited

= State data privacy laws specific to only a particular type Obtain opt.i ' - | haring of | dat

of data, such as the Washington My Health My Data Act S = ain opt-in consent for processing for sale or sharing of personal data

. . SD = Sensitive data
= All entity-level or data-level exemptions
. . D - Mental or physical health diagnosis
= Contents of the privacy notice
) ) CD - Mental or physical health condition or diagnosis
= Procedures for responding to consumer rights requests
o o . . ) MCTD -  Mental or physical health medical history, condition, treatment, or diagnosis

= Specific obligations when engaging service providers

or other third parties EL - Entity-level exemption for covered entities and business associates as defined

by HIPAA

= Compliance obligations for service providers or other DL -  Data-level exemption for health care information collected by a covered entity

third parties or business associate to the extent they are treating data as protected health

information as defined by HIPAA
= Universal opt-out requirements

= Financial incentives
= Discrimination prohibitions

For more information about U.S. state comprehensive consumer
data privacy laws or other data privacy matters, please contact a
senior member of Foley’s Technology Transactions, Cybersecurity,
and Privacy Practice.
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https://www.foley.com/practice-areas/intellectual-property/technology-transactions-cybersecurity-privacy/
https://www.foley.com/practice-areas/intellectual-property/technology-transactions-cybersecurity-privacy/
https://www.foley.com/insights/publications/2024/05/us-state-consumer-data-privacy-laws/
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biometric identifiers)

m October 1, 2025 (amendments
related to data protection for a
minor’s online activity)

m > 100,000 Colorado residents during a calendar year; or

m > 25,000 Colorado residents and derive revenue or
receives a discount on the price of goods or services from
the sale of “personal data.”!

ope Protected Data
State Statute Regulations? Effective Date Prqtgcted Regulated Entities BT Per§ gl
Individuals Data/Information
California California Yes January 1, 2023 California For-profit entities that (1) do business in California “Personal information”:
Consumer (additional resident and (2) meet any one of the following: Information that
Privacy Act regulations are . . identifies, relates to,
CPRA forthcoming) = Had an.nual gross revem{e in excess of US$25m in the describes, is reasonably
K—L, - preceding calendar year; or :
Calif. Civ. capable of being
Code § = Annually buy, sell, or share “personal information” of associated with, or could
1798.100 > 100,000 California residents or households; or be reasonably linked,
m Derive 50% or more of annual revenue from selling or directly or indirectly, with
sharing California residents’ “personal information.” a particular consumer or
household.
Colorado Colorado Yes m July 1, 2023 (general data Colorado Entities that (1) do business in Colorado or produce or “Personal data”:
Privacy Act | (additional privacy act provisions) resident deliver commercial products or services intentionally Information that is
(CPA), Colo. regulatlor_ls are | July 1, 2025 (amendments targ?ted to Colorad:) residents, and (2) control or process I!nked or reaso_nably _
Rev. Stat. forthcoming) related to biometric data and the “personal data” of: linkable to an identified
6-1-1301 or identifiable individual.

Connecticut

Connecticut
Data_
Privacy Act
(CTDPA),
Conn. Gen.
Stat. Ann._
42-515

No (none
expected)

= July 1, 2023 (general data
privacy act provisions and
provisions related to consumer
health data)

= July 1, 2024 (provisions
related to social media entity’s
obligations with minors’ data)

m October 1, 2024 (provisions
related to children’s data and
online dating platforms)

Connecticut
resident

For-profit entities that (1) do business in Connecticut

or produce products or services targeted to Connecticut
residents, and (2) during the prior calendar year control or
process the “personal data” of:

= > 100,000 Connecticut residents, excluding “personal
data” controlled or processed solely to complete a
payment transaction; or

m > 25,000 Connecticut residents and derive over 25% of
their gross revenue from the sale of “personal data.”

“Personal data”:

Any information that

is linked or reasonably
linkable to an identified
or identifiable individual.

1 CPA's biometric identifier and minors’ data requirements apply more broadly.
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https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://cppa.ca.gov/regulations/pdf/cppa_regs.pdf
https://coag.gov/app/uploads/2022/01/SB-21-190-CPA_Final.pdf
https://coag.gov/app/uploads/2022/01/SB-21-190-CPA_Final.pdf
https://coag.gov/app/uploads/2022/01/SB-21-190-CPA_Final.pdf
https://coag.gov/app/uploads/2022/01/SB-21-190-CPA_Final.pdf
https://coag.gov/app/uploads/2022/01/SB-21-190-CPA_Final.pdf
https://coag.gov/app/uploads/2023/03/FINAL-CLEAN-2023.03.15-Official-CPA-Rules.pdf
https://www.cga.ct.gov/current/pub/chap_743jj.htm
https://www.cga.ct.gov/current/pub/chap_743jj.htm
https://www.cga.ct.gov/current/pub/chap_743jj.htm
https://www.cga.ct.gov/current/pub/chap_743jj.htm
https://www.cga.ct.gov/current/pub/chap_743jj.htm
https://www.cga.ct.gov/current/pub/chap_743jj.htm
https://www.cga.ct.gov/current/pub/chap_743jj.htm
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ope Protected Data
State Statute Regulations? Effective Date Prqtgcted Regulated Entities il o) Per§ gl
Individuals Data/Information
Delaware Delaware No (none January 1, 2025 Delaware Entities that (1) do business in Delaware or produce “Personal data”:
Personal expected) resident products or services targeted to Delaware residents, Any information that
Data and (2) during the prior calendar year control or process is linked or reasonably
Privacy Act. the “personal data” of: linkable to an identified
K—Ll-lljg??:l m > 35,000 Delaware residents, excluding “personal data” or identifiable individual.
E— controlled or processed solely to complete a payment
transaction; or
m > 10,000 consumers and derive more than 20% of their
gross revenue from the sale of “personal data.”
Florida Florida Yes July 1, 2024 Florida For-profit entities that (1) do business in Florida, (2) collect | “Personal data”:
Digital Bill (Florida Digital Bill of Rights) resident “personal data” about Florida residents, (3) have over Any information,
of Rights US$1bn in global annual revenue, and (4) meet any one of including sensitive
(FDBR), the following: data, that is linked or
SB 262 m Derive 50% of global gross annual revenue from the sale {easor_lgblytllfl_nlc(jable
of advertisements online; or t0 an identitied or
identifiable individual.
m Operate a consumer smart speaker and voice command
service with an integrated virtual assistant connected to
a cloud computing service that uses hands-free verbal
activation; or
m Operate an app store or digital distribution platform
with at least 250,000 different software applications for
consumers to download and install.
Indiana Indiana No (none January 1, 2026 Indiana Entities that (1) conduct business in Indiana or (2) produce | “Personal data”:
Consumer expected) resident products or services targeted at Indiana residents that: Any information that
Data . m Control or process “personal data” of at least 100,000 IS linked or reasonably
Protection Indiana consumers: or linkable to an
Act (Ind. ' identifiable individual.
CDPA). Ind. m Control or process “personal data” of at least 25,000
Code 24-15 Indiana consumers and derive more than 50% of gross
revenue from the sale of “personal data.”
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https://legiscan.com/DE/text/HB154/id/2832228/Delaware-2023-HB154-Engrossed.html
https://legiscan.com/DE/text/HB154/id/2832228/Delaware-2023-HB154-Engrossed.html
https://legiscan.com/DE/text/HB154/id/2832228/Delaware-2023-HB154-Engrossed.html
https://legiscan.com/DE/text/HB154/id/2832228/Delaware-2023-HB154-Engrossed.html
https://legiscan.com/DE/text/HB154/id/2832228/Delaware-2023-HB154-Engrossed.html
https://legiscan.com/DE/text/HB154/id/2832228/Delaware-2023-HB154-Engrossed.html
https://www.flsenate.gov/Session/Bill/2023/262
https://www.flsenate.gov/Session/Bill/2023/262
https://www.flsenate.gov/Session/Bill/2023/262
https://www.flsenate.gov/Session/Bill/2023/262
https://www.flsenate.gov/Session/Bill/2023/262
https://www.flrules.org/gateway/ruleno.asp?id=2-3.003
https://legiscan.com/IN/text/SB0005/id/2779850/Indiana-2023-SB0005-Enrolled.pdf
https://legiscan.com/IN/text/SB0005/id/2779850/Indiana-2023-SB0005-Enrolled.pdf
https://legiscan.com/IN/text/SB0005/id/2779850/Indiana-2023-SB0005-Enrolled.pdf
https://legiscan.com/IN/text/SB0005/id/2779850/Indiana-2023-SB0005-Enrolled.pdf
https://legiscan.com/IN/text/SB0005/id/2779850/Indiana-2023-SB0005-Enrolled.pdf
https://legiscan.com/IN/text/SB0005/id/2779850/Indiana-2023-SB0005-Enrolled.pdf
https://legiscan.com/IN/text/SB0005/id/2779850/Indiana-2023-SB0005-Enrolled.pdf
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ope Protected Data
State Statute Regulations? Effective Date Prqtgcted Regulated Entities il o) Per§ gl
Individuals Data/Information
lowa lowa No (none January 1, 2025 lowa For-profit entities that (1) conduct business in lowa or (2) “Personal data”:
Consumer expected) resident produce products or services targeted to lowa residents that: | Any information that
Data “ " is linked or reasonably
Protection [ Sgr:l;[]orlngsp.)rgrcess personal data” of at least 100,000 linkable to an identified
Act (lowa ' or identifiable natural
CDPA). lowa m Control or process “personal data” of at least 25,000 person.
Code Ann. consumers and derive over 50% of gross revenue from the
/715D.1 sale of “personal data.”
Kentucky Kentucky No (none January 1, 2026 Kentucky Persons that (1) conduct business in Kentucky or produce “Personal data”:
Consumer expected) resident products or services that are targeted to residents of Any information that
Data Kentucky, and (2) during a calendar year control or process | is linked or reasonably
Protection personal data of: linkable to an identified
Act or identifiable natural
LAt > .
KCDPA = > 100,000 consumers; or person.
HB 15 m > 25,000 consumers and derive over 50% of gross revenue
from the sale of “personal data.”
Maryland Maryland No (none October 1, 2025 Maryland A person that (1) conducts business in Maryland or “Personal data”:
Online Data | expected) resident provides products or services that are targeted to residents Any information that
Privacy Act of Maryland, and (2) during the preceding calendar year is linked or can be
(MODPA) controlled or processed the “personal data” of: reasonably linked to an
SB 541 m > 35,000 consumers, excluding personal data controlled identified or identifiable
or processed for the purpose of completing a payment consumer.
transaction; or
= > 10,000 consumers and derived more than 20% of gross
revenue from the sale of “personal data.”
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https://www.legis.iowa.gov/legislation/BillBook?ga=90&ba=SF%20262
https://www.legis.iowa.gov/legislation/BillBook?ga=90&ba=SF%20262
https://www.legis.iowa.gov/legislation/BillBook?ga=90&ba=SF%20262
https://www.legis.iowa.gov/legislation/BillBook?ga=90&ba=SF%20262
https://www.legis.iowa.gov/legislation/BillBook?ga=90&ba=SF%20262
https://www.legis.iowa.gov/legislation/BillBook?ga=90&ba=SF%20262
https://www.legis.iowa.gov/legislation/BillBook?ga=90&ba=SF%20262
https://www.legis.iowa.gov/legislation/BillBook?ga=90&ba=SF%20262
https://apps.legislature.ky.gov/recorddocuments/bill/24RS/hb15/bill.pdf
https://apps.legislature.ky.gov/recorddocuments/bill/24RS/hb15/bill.pdf
https://apps.legislature.ky.gov/recorddocuments/bill/24RS/hb15/bill.pdf
https://apps.legislature.ky.gov/recorddocuments/bill/24RS/hb15/bill.pdf
https://apps.legislature.ky.gov/recorddocuments/bill/24RS/hb15/bill.pdf
https://apps.legislature.ky.gov/recorddocuments/bill/24RS/hb15/bill.pdf
https://apps.legislature.ky.gov/recorddocuments/bill/24RS/hb15/bill.pdf
https://mgaleg.maryland.gov/2024RS/Chapters_noln/CH_455_sb0541e.pdf
https://mgaleg.maryland.gov/2024RS/Chapters_noln/CH_455_sb0541e.pdf
https://mgaleg.maryland.gov/2024RS/Chapters_noln/CH_455_sb0541e.pdf
https://mgaleg.maryland.gov/2024RS/Chapters_noln/CH_455_sb0541e.pdf
https://mgaleg.maryland.gov/2024RS/Chapters_noln/CH_455_sb0541e.pdf
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ope Protected Data
State Statute Regulations? Effective Date Prqtgcted Regulated Entities il o) Per§ gl
Individuals Data/Information
Minnesota Minnesota No (none July 31, 2025 (general data Minnesota Legal entities that (1) conduct business in Minnesota or “Personal data”:
Consumer expected) privacy act provisions) resident produce products or services that are targeted to residents of | Any information that
Data o Minnesota, and (2) satisfy one or more of the following: is linked or reasonably
Privacy Act July 31, 2029 (provisions related . linkable to an identified
MNCDPA to postsecondary institutions m During a calendar year, control or process personal data or identifiable natural
(MNCDPA), ; - of 100,000 or more consumers, excluding personal data
HF 4757 regulated by the Office of Higher : person.
— . controlled or processed for the purpose of completing a
Education) :
payment transaction; or
m Derive over 25% of gross revenue from the sale of
“personal data” and process or control personal data of
25,000 consumers or more.
Montana Mont. No (none October 1, 2024 Montana For-profit entities that (1) conduct business in Montana or “Personal data”:
Consumer expected) resident produce products or services targeted to Montana residents, | Any information that
Data Privacy and (2) control or process the “personal data” of: is linked or reasonably
A;éCDtPAMOgtB = > 50,000 Montana residents, excluding “personal data” ||n|_«dab|t;3_]:[_o t?ln identified
41’;384 controlled or processed only for the purpose of completing _orC:. ?g ! Ila €
— a payment transaction; or individual.
m > 25,000 Montana residents and derive over 25% of
gross revenue from the sale of “personal data.”
Nebraska Nebraska No (none January 1, 2025 Nebraska A person that: “Personal data”:
Data Privacy | expected) resident = Conducts business in Nebraska or Information, including
produces a product or . .
Act (NDPA service consumed by residents of Nebraska; s_ensmve data, that is
LB 1074 linked or reasonably
m Processes or engages in the sale of personal data; and linkable to an identified
= Is not a small business as determined under the federal | OF identifiable -

Small Business Act.2 individual and includes
pseudonymous data
when the data is used by
a controller or processor
in conjunction with
additional information
that reasonably links the
data to an identified or
identifiable individual.

2 However, a small business may not engage in the sale of sensitive data without prior consent of the consumer. See Nebraska Data Privacy Act, §§ 3(1)(c), 18(1).
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https://www.revisor.mn.gov/bills/bill.php?b=House&f=HF4757&ssn=0&y=2024
https://www.revisor.mn.gov/bills/bill.php?b=House&f=HF4757&ssn=0&y=2024
https://www.revisor.mn.gov/bills/bill.php?b=House&f=HF4757&ssn=0&y=2024
https://www.revisor.mn.gov/bills/bill.php?b=House&f=HF4757&ssn=0&y=2024
https://www.revisor.mn.gov/bills/bill.php?b=House&f=HF4757&ssn=0&y=2024
https://www.revisor.mn.gov/bills/bill.php?b=House&f=HF4757&ssn=0&y=2024
https://legiscan.com/MT/text/SB384/id/2791095/Montana-2023-SB384-Enrolled.pdf
https://legiscan.com/MT/text/SB384/id/2791095/Montana-2023-SB384-Enrolled.pdf
https://legiscan.com/MT/text/SB384/id/2791095/Montana-2023-SB384-Enrolled.pdf
https://legiscan.com/MT/text/SB384/id/2791095/Montana-2023-SB384-Enrolled.pdf
https://legiscan.com/MT/text/SB384/id/2791095/Montana-2023-SB384-Enrolled.pdf
https://legiscan.com/MT/text/SB384/id/2791095/Montana-2023-SB384-Enrolled.pdf
https://nebraskalegislature.gov/FloorDocs/108/PDF/Slip/LB1074.pdf
https://nebraskalegislature.gov/FloorDocs/108/PDF/Slip/LB1074.pdf
https://nebraskalegislature.gov/FloorDocs/108/PDF/Slip/LB1074.pdf
https://nebraskalegislature.gov/FloorDocs/108/PDF/Slip/LB1074.pdf
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ope Protected Data
State Statute Regulations? Effective Date Prqtgcted Regulated Entities il o) Per§ gl
Individuals Data/Information
New New No (the January 1, 2025 New Entities that (1) conduct business in New Hampshire or “Personal data”:
Hampshire Hampshire secretary of Hampshire | produce products or services that are targeted to New Any information that
Privacy Act | state has resident Hampshire residents, and (2) during a one-year period is linked or reasonably
(NHPA), SB | the authority control or process the “personal data” of: linkable to an identified
255-FN to_establlsth m > 35,000 unique consumers, excluding personal data 9r(j|q§gt|f||able
ptr|va:jcy(;10) Ice controlled or processed solely for the purpose of payment individuat.
Standards transactions; or
= > 10,000 unique consumers and derive more than 25%
of gross revenue from the sale of “personal data.”
New Jersey New Jersey | No (the January 15, 2025 New Jersey | Entities that (1) conduct business in New Jersey or produce | “Personal data”:
Data Division of resident products or services that are targeted to New Jersey Any information that
Privacy Act | Consumer residents, and (2) during the calendar year control or process | is linked or reasonably
(NJDPA), SB | Affairs has the “personal data” of: linkable to an identified
332 the autholrl’q{ = > 100,000 New Jersey residents, excluding data or identifiable person.
olpromtéga € controlled or processed solely for the purpose of
rufes an completing a payment transaction; or
regulations)
m > 25,000 New Jersey residents and derive revenue or
receive a discount on the price of any good or services
from the sale of “personal data.”
Oregon Oregon No (none m July 1, 2024 (for-profit entities) | Oregon Entities that (1) conduct business in Oregon or that provide | “Personal data”:
Consumer expected) — The requirement to resident products or services to Oregon residents, and (2) during a Data, derived data, or
Privacy Act recognize and honor the calendar year control or process the “personal data” of: any unique identifier
K—L\sogc?;g _sale (t)f d?ta op’glout s;_glnals = > 100,000 Oregon consumers, excluding data controlled that is “bnlkelq ;((O glr t
= |Js no enlorgga%e unti or processed solely for the purpose of completing a reasonably linkable 1o
anuary 4, payment transaction; or g:‘?oo; ?gvriiec?[ﬂimers
= July 1, 2025 (501(c)(3) entities) m > 25,000 Oregon consumers and derive more than 25% identifies, is linked
of gross revenue from the sale of “personal data.” to, or is reasonably
linkable to one or
more consumers in
a household.

FOR INFORMATIONAL PURPOSES ONLY

4824-6127-3219.30



https://gencourt.state.nh.us/bill_status/billinfo.aspx?id=865&inflect=1
https://gencourt.state.nh.us/bill_status/billinfo.aspx?id=865&inflect=1
https://gencourt.state.nh.us/bill_status/billinfo.aspx?id=865&inflect=1
https://gencourt.state.nh.us/bill_status/billinfo.aspx?id=865&inflect=1
https://gencourt.state.nh.us/bill_status/billinfo.aspx?id=865&inflect=1
https://www.njleg.state.nj.us/bill-search/2022/S332
https://www.njleg.state.nj.us/bill-search/2022/S332
https://www.njleg.state.nj.us/bill-search/2022/S332
https://www.njleg.state.nj.us/bill-search/2022/S332
https://www.njleg.state.nj.us/bill-search/2022/S332
https://olis.oregonlegislature.gov/liz/2023R1/Downloads/MeasureDocument/SB619
https://olis.oregonlegislature.gov/liz/2023R1/Downloads/MeasureDocument/SB619
https://olis.oregonlegislature.gov/liz/2023R1/Downloads/MeasureDocument/SB619
https://olis.oregonlegislature.gov/liz/2023R1/Downloads/MeasureDocument/SB619
https://olis.oregonlegislature.gov/liz/2023R1/Downloads/MeasureDocument/SB619

=sFOLEY

FOLEY & LARDNER LLP

ope Protected Data
State Statute Regulations? Effective Date Prqtgcted Regulated Entities il o) Per§ gl
Individuals Data/Information
Rhode Island | Rhode No (none January 1, 2026 Rhode For-profit entities that (1) conduct business in Rhode Island | “Personal data”:
Island Data | expected) Island or produce products or services that are targeted to Rhode Any information
Transparency resident Island residents, and (2) during the preceding calendar year | that is linked or
and Privacy control or process the “personal data” of: reasonably linkable
/l;’rottew m > 35,000 Rhode Island customers, excluding data tg ar;_;debnlhf_leg_o‘rd |
%PPA controlled or processed solely for the purpose of laentitiable individuat.
K—LSB 2500 completing a payment transaction; or
= > 10,000 Rhode Island customers and derived more than
20% of gross revenue from the sale of “personal data.”
Tennessee Tennessee No (none July 1, 2025 Tennessee For-profit entities that (1) conduct business in Tennessee “Personal information”:
Information | expected) resident or produce products or services targeted to Tennessee Any information that
Protection residents, (2) exceed US$25m in revenue, and (3) control is linked or reasonably
Act (TIPA), or process the “personal information” of: linkable to an identified
Tenn. Code = > 175,000 Tennessee consumers during a calendar year; or identifiable natural
Ann. or person.
47-18-3201
m > 25,000 Tennessee consumers and derive more
than 50% of gross revenue from the sale of “personal
information.”
Texas Texas Data No (none July 1, 2024 Texas For-profit entities that (1) conduct business in Texas or “Personal data”:
Privacy and | expected) resident produce a product or service consumed by Texas residents, Any information,
Security Act (2) process or engage in the sale of “personal data,” and including sensitive
(TDPSA), (3) is not a small business as defined by the U.S. Small data, that is linked or
Texas Bus. & Business Administration.3 reasonably linkable
Comm. Code to an identified or
541.001 identifiable individual.

Pseudonymous data

is included when

the data is used in
conjunction with
additional information
that reasonably links the
data to an identified or
identifiable individual.

3 However, a small business may not engage in the sale of sensitive data without receiving prior consent from the consumer.
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https://webserver.rilegislature.gov/BillText/BillText24/SenateText24/S2500.pdf
https://webserver.rilegislature.gov/BillText/BillText24/SenateText24/S2500.pdf
https://webserver.rilegislature.gov/BillText/BillText24/SenateText24/S2500.pdf
https://webserver.rilegislature.gov/BillText/BillText24/SenateText24/S2500.pdf
https://webserver.rilegislature.gov/BillText/BillText24/SenateText24/S2500.pdf
https://webserver.rilegislature.gov/BillText/BillText24/SenateText24/S2500.pdf
https://webserver.rilegislature.gov/BillText/BillText24/SenateText24/S2500.pdf
https://webserver.rilegislature.gov/BillText/BillText24/SenateText24/S2500.pdf
https://www.capitol.tn.gov/Bills/113/Bill/SB0073.pdf
https://www.capitol.tn.gov/Bills/113/Bill/SB0073.pdf
https://www.capitol.tn.gov/Bills/113/Bill/SB0073.pdf
https://www.capitol.tn.gov/Bills/113/Bill/SB0073.pdf
https://www.capitol.tn.gov/Bills/113/Bill/SB0073.pdf
https://www.capitol.tn.gov/Bills/113/Bill/SB0073.pdf
https://www.capitol.tn.gov/Bills/113/Bill/SB0073.pdf
https://statutes.capitol.texas.gov/Docs/BC/htm/BC.541.htm
https://statutes.capitol.texas.gov/Docs/BC/htm/BC.541.htm
https://statutes.capitol.texas.gov/Docs/BC/htm/BC.541.htm
https://statutes.capitol.texas.gov/Docs/BC/htm/BC.541.htm
https://statutes.capitol.texas.gov/Docs/BC/htm/BC.541.htm
https://statutes.capitol.texas.gov/Docs/BC/htm/BC.541.htm
https://statutes.capitol.texas.gov/Docs/BC/htm/BC.541.htm
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ope Protected Data
State Statute Regulations? Effective Date Prqtt_ected Regulated Entities il o) Per_sonal
Individuals Data/Information
Utah Utah No (none December 31, 2023 Utah For-profit entities that (1) do business in Utah or produce “Personal data”:
Consumer expected) resident a product or service targeted to Utah residents, (2) have Information that is
Privacy Act annual revenue of US$25m or more, and (3) control linked or reasonably
(UCPA), or process the “personal data” of: linkable to an identified
Utah Code . . individual or an
Ann. = > 100,000 Utah residents during a calendar year; or identifiable individual.
13-61-101 m > 25,000 Utah residents and derive over 50% of their
gross revenue from the sale of “personal data.”
Virginia Virginia No (none January 1, 2023 Virginia For-profit entities that (1) do business in Virginia or produce | “Personal data”:
Consumer expected) resident products or services targeted to Virginia residents, and (2) Any information that
Data control or process the “personal data” of: is linked or reasonably
Protection Lo . . linkable to an identified
Act m > 100,000 Virginia residents during a calendar year; or or identifiable natural
(VCDPA), Va. m > 25,000 Virginia residents and derive more than 50% person.
Code 59.1- of gross revenue from the sale of “personal data.”
575
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https://le.utah.gov/xcode/Title13/Chapter61/C13-61_2022050420231231.pdf
https://le.utah.gov/xcode/Title13/Chapter61/C13-61_2022050420231231.pdf
https://le.utah.gov/xcode/Title13/Chapter61/C13-61_2022050420231231.pdf
https://le.utah.gov/xcode/Title13/Chapter61/C13-61_2022050420231231.pdf
https://le.utah.gov/xcode/Title13/Chapter61/C13-61_2022050420231231.pdf
https://le.utah.gov/xcode/Title13/Chapter61/C13-61_2022050420231231.pdf
https://le.utah.gov/xcode/Title13/Chapter61/C13-61_2022050420231231.pdf
https://law.lis.virginia.gov/vacodefull/title59.1/chapter53/
https://law.lis.virginia.gov/vacodefull/title59.1/chapter53/
https://law.lis.virginia.gov/vacodefull/title59.1/chapter53/
https://law.lis.virginia.gov/vacodefull/title59.1/chapter53/
https://law.lis.virginia.gov/vacodefull/title59.1/chapter53/
https://law.lis.virginia.gov/vacodefull/title59.1/chapter53/
https://law.lis.virginia.gov/vacodefull/title59.1/chapter53/
https://law.lis.virginia.gov/vacodefull/title59.1/chapter53/
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California X X4 DL X X X X X X X
Colorado L® X DL® L7 X X X X X8 X X X X X
Connecticut X X X EL X X X X X X X X X X X
Delaware X [ X L, DL X X X X X X X X X X X
Florida X X X EL X X X X X X X X X X X1
Indiana X X2 X EL X X X X X X X X X X
lowa X X X EL" X X X X X X X X X X
Kentucky X X X EL, DL X X X X X X X X X X X
Maryland X L X DL X X X X X X X X X X X

4 Based on the CPRA’s definition of a “business,” a nonprofit can fall within scope of the law. The CPRA defines a “business” as an entity that owns or is owned by a business as defined under the CPRA. As such, a nonprofit organization
that is owned by a business entity that meets the CPRA revenue threshold or a nonprofit that owns a for-profit entity that meets the CPRA revenue threshold will likely be subject to the CPRA. See Cal. Civil Code § 1798.140(d)(2).
Further, the CPRA applies to joint ventures. Under the CPRA, a business is a joint venture when each business entity has at least 40% interest. See Cal. Civil Code § 1798.140(d)(3).

5 Exemption is limited and only applies if data is used for noncommercial purposes.

6 Solely to the extent the covered entity or business associate maintains the information in the same manner as HIPAA-protected health information or other exempt information.

7 Exemption is limited and only applies to information maintained by postsecondary institutions.

8 The CPA regulates employer processing of biometric identifiers of employees/prospective employees and when employers may require consent to process as a condition of employment. See Colo. Rev. Stat. § 6-1-1314.

9 Exemption is limited to nonprofit organizations “dedicated exclusively to preventing and addressing insurance crime” and nonprofit organizations that provide services to victims of child abuse, domestic violence, human trafficking, sexual
assault, violent felony, or stalking. See Del. HB 154 § 12D-103(b)(3) & (c)(13).

10 Information is exempt “to the extent it is used for public health, community health, or population health activities and purposes, as authorized by HIPAA, when provided by or to a covered entity or when provided by or to a business
associate pursuant to a business associate agreement with a covered entity.” See Del. HB 154 § 12D-103(c)(6).

11 Data processed or maintained as the emergency contact information of an individual used for emergency contact purposes is exempt. See Fla. Stat. § 501.704(17).

12 “Nonprofit organizations” means any organization exempt from taxation under Section 501(c)(3), 501(c)(6), or 501(c)(19) of the Internal Revenue Code. See Ind. SB 5 Sec. 18.

13 Solely to the extent the information (i) originates from and is intermingled to be indistinguishable from, or (ii) is treated in the same manner as, other exempt information.

14 Exemption is limited to a nonprofit controller that “processes or shares personal data solely for the purposes of assisting: law enforcement agencies in investigating criminal or fraudulent acts relating to insurance; or first responders in
responding to catastrophic events.” See Md. SB 541 § 14-4603(A)(4).
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Minnesota X L L% DL X X X X X X X X X X X8
Montana X X X EL X X X X X X X X X X X
Nebraska X X EL X X X X X X X X X X X
New X X X EL X X X X X X X X | x| x| x | x
Hampshire
New Jersey X DL X X X X X X1t X X X
Oregon X [ L1 DL X X X X X X X X X X X
Rhode Island X X X EL X X X X X X X X X X X X 22
Tennessee X X X EL X P X X X X X X X X X X X
Texas X X X EL X X X X X X X X X X X
Utah X X X EL X X X X X X X X X X X
Virginia X X X EL X X X X X X X X X X
15 Exemption is limited to a “nonprofit organization that is established to detect and prevent fraudulent acts in connection with insurance.” See Minnesota Consumer Data Privacy Act, § 2350.03(2)(a)(20).

16

17

18

19
20

21
22

23

Limited to “a state or federally chartered bank or credit union, or an affiliate or subsidiary that is principally engaged in financial activities, as described in” 12 U.S.C. § 1843(k). See Minnesota Consumer Data Privacy Act, § 2350.03(2)
(a)(16).

Solely to the extent the information originates from, and intermingles to be indistinguishable with, any HIPAA-protected health information maintained by the covered entity or business associate. See Minnesota Consumer Data Privacy
Act, § 2350.03(2)(a)(5).

Solely to the extent collected or maintained in the course of an individual acting as a job applicant to or an employee, owner, director, officer, medical staff member, or contractor of a business. See Minnesota Consumer Data Privacy Act,
§ 2350.03(2)(a)(13)(ii).

Excepts “the sale of a consumer’s personal data by the New Jersey Motor Vehicle Commission that is permitted by” the federal DPPA. See New Jersey Data Privacy Act § 10(e).

Exemption is limited and only applies to a nonprofit organization that is established to detect and prevent fraudulent acts in connection with insurance or that provides programming to radio or television services. See Ore. SB 619 § 2(r)
and (s)(C).

Only “financial institutions” as defined under Ore. Rev. Stat. § 706.008 or a financial institution’s affiliate or subsidiary that is only and directly engaged in financial activities are subject to a full exemption. See Ore. SB 619 § 2(l).
Solely to the extent that the data is processed or maintained in the course of an individual applying to, employed by, or acting as an agent or independent contractor of a controller, processor, or third party. See R.I. SB 2500A §
6-48.1-3(e)(15).

TIPA does not apply to Title 56 licensed insurance companies. See Tenn. Stat. § 47-18-3210(a)(3).
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California X X X X X X X4 X D X X X26 X2 S/16 X28
Colorado X9 X X X X X X X X30 X X X X 1331 X32
Connecticut X X X X X X X33 X X X X X34 X 13 X38
Delaware X X X X X X X X X X X X 13 X36
Florida X X X X X X X X X3’ X X X X 13 X38
Indiana X L3 X L40 X X X X X X X 13
lowa X x4t X42 xX#3 X X X 13
Kentucky X X4 X X X X X X X X 13
Maryland X X X X X X X X X X X X 13

24 The right to opt out of profiling is subject to future regulations. See Cal. Civ. Code § 1798.185(a)(16), (d).

25
26
27
28
29
30
31
32

33
34
35

36
37

38
39
40
41
42
43
44

California also requires a notice at or before the time of collection that has additional content requirements.

Additional regulations related to risk assessments forthcoming.

A business must obtain opt-in consent for processing sensitive personal information if previously limited by the consumer. See Cal. Civ. Code § 1798.120(d).

A business must obtain opt-in consent for processing upon entry into a financial incentive program. See Cal. Civ. Code § 1798.125(b)(3).

The CPA’s right to access explicitly includes a consumer’s right to access biometric data. See Colo. Rev. Stat. § 6-1-1314(5).

Colorado also requires a controller that controls or processes biometric identifiers to include a biometric identifier notice. See Colo. Rev. Stat. § 6-1-1314(2)(a)-(b), (4).

The CPA regulates “children” (under age 13) and “minors” (under age 18) differently.

A controller that offers any online service, product, or feature must obtain opt-in consent to process the personal data of a minor (under age 18) for: (i) the purposes of targeted advertising, sale, or profiling in furtherance of decisions that
produce legal or similarly significant effects; (ii) for any processing purpose other than the processing purpose that the controller disclosed at the time the controller collected the minor’s personal data or that is reasonably necessary for,
and compatible with, the processing purpose that the controller disclosed at the time the controller collected the minor’s personal data; or (iii) for longer than is reasonably necessary to provide the online service, product, or feature, where
the controller has actual knowledge, or willfully disregards, that the consumer is a minor. See Colo. Rev. Stat. § 6-1-1308.5.

The right to opt out of profiling is applicable to solely automated decisions only.

Only for processing that presents a heightened risk of harm to a consumer.

A business must obtain opt-in consent for processing personal data for the purposes of targeted advertising, or sale, under circumstances where a controller has actual knowledge, or willfully disregards, that the consumer is at least

13 years of age but younger than 16 years of age. See Conn. S.B. 3 § 4 (a)(7).

A controller may not process a minor’s personal data for the purposes of targeted advertising without obtaining consent. See Del. HB 154 § 12D-106(a)(7).

If a controller sells sensitive data or biometric data, it must provide an additional privacy notice. If a controller sells sensitive data, it must provide the following notice: “NOTICE: This website may sell your sensitive personal data.”

See Fla. Stat. §§ 501.711 (f)(2)-(3).

A controller must obtain opt-in consent upon entry into a financial incentive program. See Fla. Stat. § 501.71(2)(c).

The right to data portability only applies to personal data provided by the consumer. See 2023 Ind. Code 24-15-3 § 1(b)(4).

The right to correct only applies to personal data provided by the consumer. See 2023 Ind. Code 24-15-3 § 1(b)(2).

The right to data portability only applies to personal data provided by the consumer. See 2023 lowa SF 262 § 715D.3 1.c.

The right to delete only applies to personal data provided by the consumer. See 2023 lowa SF 262 § 715D.3 1.b.

The sale of personal data only applies to the exchange of personal data for monetary consideration by the controller to a third party. See lowa SF 262 § 715D.1. 25.

The right to data portability only applies to personal data provided by the consumer. See Kentucky Consumer Data Protection Act, § 3(2)(d).
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Minnesota X L4 X X X X X X X X X X X 13
Montana X X X X X X X X X X X X X 13 X46
Nebraska X L&7 X X X X X X X X X X X 13
B X X X X X X X X X X X X X 13 X8
Hampshire
New Jersey X X X X X X X X X X X X X 13 X490
Oregon X X X X X X X X X X X X 13 X50
Rhode Island X X X X X X X X X X X X X 13
Tennessee X X X X X X X X X X X 13
Texas X X X X X X X X X X X X X 13
Utah X X X X X X X 13
Virginia X X X X X X X X X X X 13

45 The right to data portability only applies to personal data provided by the consumer. See Minnesota Consumer Data Privacy Act, § 3250.05(1)(e).

46 A controller must obtain opt-in consent for processing personal data for the purposes of targeted advertising, or sale, under circumstances where a controller has actual knowledge that the consumer is at least 13 years of age but younger
than 16 years of age. See Montana Consumer Data Privacy Act, § 7(2)(d).

47 The right to data portability only applies to personal data provided by the consumer. See Nebraska Data Privacy Act, § 7(2)(d).

48 A controller must obtain opt-in consent for processing personal data for the purposes of targeted advertising, or sale, under circumstances where a controller has actual knowledge that the consumer is at least 13 years of age but younger
than 16 years of age. See N.H. Rev. Stat. Ann. § 507-H:6(1)(g).

49 A controller shall not process the personal data of a consumer for the purposes of targeted advertising, the sale of the consumer’s personal data, or profiling in furtherance of decisions that produce legal or similarly significant effects
concerning a consumer without the consumer’s consent, under circumstances where a controller has actual knowledge, or willfully disregards, that the consumer is at least 13 years of age but younger than 17 years of age. See New Jersey
Data Privacy Act, § 9(a)(7).

50 A controller may not process a minor’s personal data for the purposes of targeted advertising without obtaining consent. See Ore. SB 619 § 12(c).
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Up to $2,500 per violation
California Al 90 X | 16 X X [ X X| 1850 | X & X | X X X | X X | L% | L% | or up to $7,500 per
intentional violation®®
Up to $20,000 per
Colorado 45 90 X |13 | X X|X|X CD X | X X | X X violations”
Connecticut | 45 | 90 X | x|13] x X 1,750 cd | x | x X | x s | Up o 55000 e il
violations
Delaware 45 | 90 X | 13| X X 1,750 cd | x | x X| x| x xso | Up to $10,000 per
violation
Up to $50,000 per
Florida 45 606! X |18 | X X 1,750 D X | X X L52 | violation and treble
damages®®
Indiana 45 90 X [ 13| X X 1,750 D X | X X Up to $7,500 per violation
51 When processed for the purpose of uniquely identifying an individual.

52
53

54
55

56
57
58
59
60
61
62
63

California also requires that a business provide an acknowledgement of the consumer’s request within 10 business days.

Under the CPRA, the definition of “sensitive personal information” includes “personal information collected and analyzed concerning a consumer’s health.” Unlike the other state consumer privacy laws, the CPRA does not distinguish
between mental and physical health. See Cal. Civ. Code § 1798.140(ae)(2)(B).

The private right of action under the CPRA is limited to security breaches. See Cal. Civ. Code § 1798.150.

Under the CPRA, the cure period for administrative actions brought by the California attorney general or California Privacy Protection Agency (CPPA) is only at the CPPA’s discretion. See Cal. Civ. Code § 1798.199.45. For actions brought
by consumers for security breaches, there is a cure period of 30 days. See Cal. Civ. Code § 1798.150(b).

Note, for actions brought by consumers for security breaches, they can recover actual damages or up to US$750, whichever is greater.

CPA violations constitute deceptive trade practices under Colo. Rev. Stat. § 6-1-112.

CTDPA violations constitute unfair trade practices under Connecticut’s Unfair Trade Practice Act. See 2022 Conn. SB 6 § 11(e); Conn. Gen. Stat. § 42-110b.

The general right to cure violations expires on December 31, 2025. Starting on January 1, 2026, the Department of Justice may provide an ability to cure violations but is not required to.

Violations of the DPDPA are considered an unlawful practice under Del. Code Tit. 6 § 2513. See Del. HB § 12D-111(e).

Within 60 days of receiving a verifiable consumer request, a controller must provide the consumer with notice that it has complied with the consumer’s request. See Fla. Stat. § 501.706(4).

The cure period is at the discretion of the Department of Legal Affairs and, depending on certain factors, may grant a 45-day cure period. See Fla. Stat. § 501.72(2).

The Department of Legal Affairs can award treble damages if a violation involves a known child, a controller fails to delete or correct a consumer’s personal data after receiving a verifiable consumer request or continues to sell or share a
consumer’s personal data after a consumer opted out of selling or sharing. See Fla. Stat. § 501.72(1)(a)-(c).
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lowa 90 135 X 13| X X 1,750 D X | X X X | Up to $7,500 per violation
Kentucky 45 90 X |13 | X X 1,750 D X | X X X | Up to $7,500 per violation
Up to $10,000 per
o5 | violation and up to
Maryland 45 90 X |13 | X X 1,750 CD X | X X | X X L $25,000 for subsequent
violations®®
Minnesota 45 90 X [ 13| X X X7 CD X | X X L8 | Up to $7,500 per violation
Montana 45 90 X |13 | X X 1,750 CD X | X X | X X | Not specified
Nebraska 45 90 X [ 13| X X 1,750 D X | X X X | Up to $7,500 per violation
::‘;pshire 45 90 X [ 13| X X 1,750 CD X | X X | X L% | Not specified”®
Up to $10,000 per
.1 | violation and up to
New Jersey 45 90 X [ 13| X X | X 1,750 MCTD | X | X X | X X L 20000 o S ssseE
violations

64 When processed for the purpose of uniquely identifying an individual.

65 Before April 1, 2027, a controller or processor will have 60 days to cure. See Md. SB 541 § 14-4614(c)(1).

66 MODPA violations constitute an unfair, abusive, or deceptive trade practice under Md. Code Ann., Com. Law § 13-410. See Md. SB 541 § 14-4613(a)(1).

67 Specific geolocation data means “information derived from technology, including but not limited to global positioning system level latitude and longitude coordinates or other mechanisms, that directly identifies the geographic coordinates
of a consumer or a device linked to a consumer with an accuracy of more than three decimal degrees of latitude and longitude or the equivalent in an alternative geographic coordinate system, or a street address derived from coordinates.”
See Minnesota Consumer Data Privacy Act, § 3250.02(w).

68 Before January 31, 2026, a controller or processor will have 30 days to cure. See Minnesota Consumer Data Privacy Act, § 3250.10(a).

69 Through December 31, 2025, controllers will have 60 days to cure. Beginning January 1, 2026, the attorney general may grant an opportunity to cure in accordance with a numerated list of factors. See N.H. Rev. Stat. Ann. §
507-H:11(11), (111).

70 A violation constitutes an unfair method of competition or any unfair or deceptive act or practice in the conduct of any trade or commerce under N.H. Rev. Stat. Ann. § 358-A:2.

71 For the first 18 months after the law’s effective date, controllers will have a 30-day cure period.
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Oregon 45 90 X X 13| X X 1,750 CD X | X X X X72 | Up to $7,500 per violation
Up to $10,000 per
violation”®
Rhode Island 45 90 X |13 ] X X 1,750 CD | X | X X | X Up to $100 and no more
than $500 per violation for
intentional disclosures of
personal data
Up to $7,500 per violation
Tennessee 45 90 X [ 13| X X 1,750 D X | X X X | and treble damages for
willful or knowing violations
Texas 45 90 X [ 13| X X 1,750 D X | X X | X X | Up to $7,500 per violation
Actual damages to affected
Utah 45 90 X X X 1,750 MCTD | X | X X X | consumers and up to
$7,500 per violation
Virginia 45 90 X [ 13| X X 1,750 D X | X X X | Up to $7,500 per violation
72 The 30-day cure period sunsets on January 1, 2026.
73 A violation constitutes a deceptive trade practice in violation of R.I. Stat. § 6-13.1. See R.I. SB 2500A § 6-48.1-8(a).
FOR INFORMATIONAL PURPOSES ONLY 17

4824-6127-3219.30



About Foley
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